<19>B*BMMMT (IP) 02) # 11P ^ (A) 



#^¥10-336169 

(43) ^|| B ^10^(1998) 12^ 18 a 



(5i)intci. e m&m^ F I 

H04L 9/32 H0 4L 9/00 6 7 5B 

6 7 5D 



«3EW* * m*m<D823 OL (£:25K) 



(21)fflg## 


&M¥9- 138724 


(7DH1ISA 


591030237 












9 *P (1997) 5 3288 . 




3£gtfR§K#« 2TB17#5H§ 






(72)38W# 










SOS^«K#S2 -17-51 H*^">7 














(74)ttSA 


*s ft* (fl-1*) 



(54) [ggnro^f*] ssse^», ssE^e, ewHtftK we&h-r&zmsmimm 



(57) QS»] (IKE*) 

mz&&-tzrztb<Dmi<o®&7-& (h-dp-o * 

ftOSloaf-? (fit=Dn-i) ^#LT*<o * 

#LT, ^7-f7VhOS€-Si (Ks) £ffl^TBt#{fc 
LTWE1WB (tt=Dn) *£«U -9— /^c&3 d i: 

tCckoT^^^o v—'vz, tr^*T>h<D&mm (k 

p) »cj:^TS#{tbTm2 0^2E-r-^ M=Dn-0 
££j£U *1©«*5*-* Oi=D»-0 fcJtttU 

-aLfc*frfcii. Ksai^ffBr^sfcfcfetex ssi 

■oa*f*-?fc»itTBIE1lWB (D») Zftft-rZo ? 
7-f7VKiv fFRp&SttSfc, SglcDfflx-* («= 
Dn-l) fc»*Ts ESEfitfg («=Dn) ^2©If- 







Dn-l (Dso$ 


Ks 



204 











X 


Dn-t <Dso) 


Kp 





©gag* (i ma) 



JL, (3>tS2iEtJS«Di pL,® 

HSel » HSdJ— *Dso 





105 



Ail!? (U 




f 



1 

MfBBSE^i. WI2EiSI*#^6a66nT#fcBliS 
JfctcttLT. ^1fftBB$&MiaSIE#tc&3 C tic J; 

msBsm&mtt. mmmmmmsmc^vx, bee 

mti^TSMvrcm 1 vmmmmzmzmmmicmz t 
(orctbom 2 oam nt vrmtm^r^rcm i oi 

&*«fB£MfBM€>oT«#LT^fci!flIBIg 1 ©SOEfll 

mammit. wejb 2 ettftmsaweg 1 omeir 

DftPK 2 ] «gfccDBtiEB;£#fr 5 ©«SS8*te*# L 
BSEB«*«fcBSEBj£#<DBEiEft! 5 fctoO 

&sis^fBirrs#at. 

ttig<DBtiEB*#fr 6 QBfiEBsf^Stf 5 1 . BflHtfS 

*jMrr*«B*- 

Ul$a3] naW>RE"9--^O3E»teJ:0» BfiEB 



(2) #HB¥ 1 0-3 3 6 1 6 9 

2 

BtEtif SB* * -v -fc-s>%»* *SitS«^» i: . 
MERE ^fr 1 8. ©BSEtftSB* ^ v -fe-^tej* L 

ffl^TBg#{k-ri> c i:&cJ: 9KlE1]|«*£jS-*-*i«ra{fc 

£s£vrcmmmm*mEsm-y--'Vcm%tmc, mm 

co*j«*nfeKii««*i3it"r*KiEji!a^sfc«* 
M-r^BBE^e 0 

JO. DN$9lO ^OBaE-y— /<©3aSte±D. BBEB 
3c#fr £ ©IBtt^tt^rt L fcBSEB^tc Jt L TBaE$:-§- 

20 MiSBtIB*#fr£©BMB*S:§tt3S«#ai:, 
c cDBSEB^j&gLTMiBBfE+f— ^tcBSEB^* ? 

BEffif^B^^yfe-^ciSSLT, HufBi'V^^x- 
«}§t¥aT-6oT, lufB^n^vA^WLT, tulB 
^UfcBtE«$g^WI3-rv^7i- 
£j*Lfc«IE11WEfc«fc i?itufBfB««&*©luiB«ttS% 
Si »3 iI?nfcBIE1f ^^rtufBBEEIt- /^(c^«BSE1MH 

iMtu^a t ttmm-t « bbe^^Ho 

[11^5] 9, BSEB 

OBSEB^fc^tr ^BaE%^-^ SBSE^n if =7 

MIBBIEyn^Ali, 

lulBBSEB^^rBsE-r £»BfE1ft$8£:£fitr fc 

40 «$8£m£otBti¥atcfBft£-e*fg 1 ©yo^in 

MSEBIE^- MfcBSB*;* y -fe— S?%SS*SB2 ©7"n 
MtBBH-9-— ^^6©aaEH*^ v -t—tt&if&zm 

3 07"D^An-Ft. 

BSEffi^B^ * y t-^t»LT, ttlBIBft^atelBtt 
^LftBE1^i%MiBBffi-9— ^Jc2lSi:«t, fflB 

50 sv^ait^jcmx, co^«LfeBSEfli«*«ffeaa 
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3 

fitlB t LTEttf 5 <0~f n ^7 An - K t Zmffi? 
Z c t £*#ft t f £ 1 BttMK*.- 

©WMi*«^2©«iMHTW*«*T«#u asa 

gaEBS^Vf Rj-T 3 © ©aft* SfJISKE+J— ^6 * 
tcflBKofBEEgB. 

[«*B9] tW3aJ50^o^9A3-Ktt, MEG 

\, >m 6 © y d A 3 - K *^tr c *Wft i: f &tt* 
JS5fcEi8©EB$£#o 

1 0 ] mibb 1 (DMtfmcommm. t v t me 

[M$R1 1] tWS«1f$B©^»!ttfcLTMEf2tiEg 
CM** 12] WEafl|«0«BW«t LTMIBBSES iO 

*«©wwiimb*;bv* c tzimt-r zm#m 4 ice 

R©Ig!ES3fcgBe 

SMS* l fclBR©KK#3*. 
[W^ 1 4 ] tfjfBI2K«ffi5iffl#Sli> BSEfllfB* 
&F4SMP.a»tt# -eWIBKE-9— / 3 £ k *1fflR i: 
f £>W3?J13 tcEU©fgfEgB. 

&mmmtt%~emgimmv— ?vcm% z. tz&w.h 40 

telSKOfEBEl?-— 

[IMS317] B8E#tt, 3S&nT*fc^W«SEW» 

%u&?%c tzmkt+zm&x 1 3 (cekckk 
HMta 1 8 ] mzm 1 iiwb#mejs 2 ©1*2 



f#Hi¥ 1 0-3 3 6 1 6 9 

4 

©i2BE;5?* 0 

[HMO* 19] MESffcte^bfcttffllWB^WIBiSt 
# L T V > fe&SIIMB t-StU*>7 limiEf&II 

m&x 2 KiaKcraEi?— 

^±.©#*<&4§{fcTf?£J:5lcHg#ifcSnT^.5 

mim 2 1 ] itmismmtt 1 c K-ea&* c t 

[i*S2 2] MIBIBtg«{*ti^xy-K^KtclB« 

» D JW C fc ft t -T * W^Jl 4 tclBWOKEE^*^ 
Bo 

Ctt^ 23] IB«B«*ffl ftanWR* 5BBE«?8^ 
O^SililB1S^fcfel/^T©*^t5n> IAIBiet&tt»W 
IB*(*ffi!lfC)2i ?»n^:^^ J: 3 ic^tlfc C t ^:#ft t "T 519 
^4fcIBKOSSE«B5l^Bo 

[0 0 0 1] 
[0 0 0 2] 

^ffilcfe V^T f 4L^*«W«:iR 5 <t 3 lea o fcSBfiE, 
ctronic Commerce) 0<t 3 a^S^^L. WaVf-f 

[0003] coj;3 &mw&i&&m*<pfoicLrc?T& 

WteabfcSlE, ci©J;3aS^ttl§A©-^T'$.^o 
tiTV^o — fiSWtcti, (Confidentiality), 
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5 

©^^14 (Integrity). <3>Rlffli£(Avai labi I i ty) x €>5 
(Non-Repud i at i on) *«»T 3 C £f§2 nt 

[0 0 0 4] ^fc, *y hy— i'-fe^a.Vx-f ftfe©^ 

assasfcLT* *&b eiESfe. ^se^s 

fSs sHBsm SHffffl^i, rtux'sm. -t 

S±tc*VT«STfc9J.O&3lT*&*o 
(iVf^f-f) fcSBLTV 9, foU 

cooo5] mmtit. mmmmicw§-Lrcn# dv 

x-r-rw : ABL ARSONS i:LT«£ft£-f 3 7*n-tX, 
V7h*i7, a-FW, a«7*-*») jWEHifc 

-fis&fyca, mu-rznmqicm 1 acts ^awr* 

■fe— 5?©iEatt*atKr*J:i:Tl5*fcSit*. x 

>f^f-f f2iB±#jffl#i2fi t p?if <i 1 1 & * o 

[0 0 0 6] ■X>"r-i"T--f §2iiEm#t3\ iVf-ff-fl 
Tfe«« M#fcl±, HRttfc?UJB#S®J*<UseMd)* 

(/^y-K-f>BiSES^) *fflv 

[0 0 0 7] «T<Ox>f^f^gKiittx c«xy 
-r-fr^^iaa»cov>TE^LTV>So xyf^f-r 

<. joifufflx w^wffl, mmmmm. ±#wmm<o 

[0008] <^]iifjffl> a»ltJ:5i>f^f^ 

^ftg^LTfe^ ES?n5<?i>f^f^^O 
1f$8^» o T V £ T*^© x > x ^ OjE % 
5tE-rS73ffi-efe5o {BASKETS*, S<lV^nt 

v3©# r^xy-Kj -f> rBtiE#^j r^com 
Aicht^m^mm um, £.s?rb& j t& 

[0 0 0 9] AgO->X-rAT*«. r^xy-Fj tci 
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xv-r-r xwKEti«A^J±^«Iffi#TW^T'fe^*^ 
Jt*»^:fc*5a**Bl Lfc 0 , Ai fc(* *S v k d 5 £ 

^ ; eL*^T$SJcfl&AJcmKe.nfco, afiipKS&s 
urefbLTfcftHHiixxy- K-eaBtitf^n**©* 

$LJ tfnjfsn?fc£. ?^(c, ^— MI^U7-K- 
7r^;i/ Gi*fUJB#©/<X7-K**-i:LTiB^{fc; 
sn7£«#sftTv*) *^s^ss(c«};oTfise>nspi 

[0010] cti6o»ifttei#fitr«fc«)teti, 

SI^JfflOx>"r-f T-^SSEJcfeVTli. fi»J*fcf. 

oA^^-TjfintHSk-^aft^fijfflLfc, **ft-@H 

t>©^Xy-F7jW#3gSnTV& 0 WTte#^OT3 
5£tCOVT3^£„ 

(1) • /<*7— 

X*St>— @fiSD<D^^.y— HSSE7jST. Bellcore C 
20 o.U.S.A&c«fcoT«iil;!rtu -TV*-*? MB*fcLT 
feRF CffcStlTVS (RFC-1938) 0 WTt^ 
S/Ke y75 3SO«Ul«B?*Ki!§-rSo 

[0 0 11] S/Ke y7j-5£W\ AZ*?<fT>h, B 

1 : -73iRrtta»f **flrr*o 

2 : A Rfc&W©«£i*tfn*ffiR©» 

3: Q = R + StU f(Q), f(f(Q)), f(f(f(Q))), 
-SrfrSL. ^-ne-^rXi, X2, Xs, X100, X 
30 ioihirz, 0 

[0 0 12] 4: AtiXi, •-, Xioo*3<felf R^:^ 
te«#L, B^CttX^t^1Z&*>^fr<Dtt 0*y^-r/> 

5 : A^Bfc«Ii6Tn^vn^ ;U7-KJ:L 
TXioo^rB(c^|«-r§ 0 

6 : Bttf (X100) ^rftSL. fiWLT^ftXni k 

tb^So t»L, — srrn«a^>r>*ffrRiL, -&l& 

-&s BtiXioi^&T, Xioo?:{^-r^o 
40 [0 0 1 3] 7 : A)!ff*K:n^>f «t*»±x 

S/Ke y^OSElTkLT. 

• — SIR t> co^xy- H^:©T% a«3fi±T»»=#^S 

[0 0 14] • *-^BC7r-l';V±fcfia*LT^S/< 
X y — F «u 3^13 n^W^(D/U7- F«%tT « ft 

• H» f tt-73lftttMft*<D-P. Xn^Sl£?nTfeX 

50 .-itftmrsttbt. Sft>T. f^SHgtett^ntt 
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LfrU S/Ke ySiSOfflBifctT, 

> ^ORE^n ^ A fcliSJ Eft*" 3 ¥IB JABS'? & * . 
[0 0 15] • H^co^X-rixT*{i±IBSS]Mb%^-v 
>T*olHg^«t 9 fc, +J— /^«|i»tt1lth:a»R 

b (S' 'ttSMSnTfcHMK:^) s It- Mt±{SJ^LT 

^fcR*fflv>T«ffcteQ: =r + s' *§mu cnfr 

(2) ftl/^ • U^^V^^S 

SW&fcOlc. CHAP (Challenge Authentication Pr 
otocol, RFC-1334) 7a^35 5o £<DC H A PTalStCfe 
<^T, BlESI««A3WESE*Bk:BIEbTt.6^*«i«: 

[ooi 6] f-^w:^- ux/fyx^sti- 

LT*IEftfT$Ck#T**kl^3^*fB«Sn-tV 

[0017] <smmm> ivf-f ^-fSsiecBt^^j 

(i) f->^;H« 

tt.3fc© 3 d k -efes & nr^ 

So 

[0 0 18] 

^(OflJffl^^T-feSo &HBB§##i£l±. 1 9 7 6^ 
IC X * V y * - K ^¥©f 4 7 4 (0 i f f i e) k *vl/ v> (H 
el I man) £ o TfiSS? ftfcflfc&T?, -fcf ©B^fftM k 



[5) 1 0-3 3 6 1 6 9 

;v%^3^tc^-To 

[0 0 19] co^MSkifeB^aoRK^^iSfc-rskT* 

■«*»o*Ate wxfl fa^zmmt Lisnt-r i> c k 

[0020] gift, co&lM^ott&fcimufcia 
l^gfeftft&Zrt/riyXAkLT. MI TORivest, 
Shami ri5 J: tfAdl emanlc J: r> tu ^n^n©® 

3»5:SoT#8 £nfc R S A HRW 

icmmtzti-o-z&z z ivmz: ^ tux it, $i<d 

•|giE?^^(with appendix) IS0/IEC CD 14888 

20 PART1/2/3 (Sep 21,1995) 

• jUIXSteS (giving message recovery) 1 SO/ 1 EC 

9796:1991 (E) 

[002 1] x^^;VS*%fflV>TSM#^3H«#<DiE 

!EsatoT?a6*c:k*Ewrs93«SEfiHffiteffia"rs 

tOtf^* ;Vi«fciEffli:4S, !I©«fiE©J"e«>fc:fll 

©pgfr«8Bl«C A (Certification Authority) k^tftx 
3 0 CAti-T^-*7 hWip(RFC1421-1424)kbT^iJ 

[0 0 2 2] H±, 918(9^ (X. 

509^1 S 09 59 4-8) tUTW^ntfc^ 

skc, x. 5 0 9tt»=JKtfUTfcDx ^»*ttfc#*& 

ffl*0|SSIJ?s fUffl#O^BI«s ttSWoWaMBIHs ~> 

[0 0 2 3] J(S4HOCTte^T, 3M«#Att^«*^C 
43<fctf^-ntcML.fcA©-rv ? ^;l'««k«^, C<DA<D 
. 4»l«EW»*BlCj3lflrr*. ««*Bt±s-rc©^H 

5, AO^M«BEilW©iE^tt«:StKrs. cn^IE^ 

•pfemf BttiEaaAo^Bia^A^Tfrfcckteft 
com. Bi±AOxv ? ^;i'#S%^a-r^c:kfc<t 

50 [0 0 2 4] Era^iSOSMtLT, USttCAitC 
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^/rbfty^-r-a^V^cfci^T, l**y*-hD 
>© ft 46 co/ ST. y - F £ b T L ft (IP ^ fi/* * 

(2) fJ^^m^WMV-f-yfi^. 

[0 0 2 5] ip-5*7j5£<Diu3S£LT, ^7^7>hA 

tic A©iWMite J:^Tf*s?*;l«** tife AO^H« 
Efl8«*. $ft+J— MBl±C A LTV* 

##gnT^*o 
[0 0 2 6] 

a>: A<D<tkmmmmm cc a) 

©: ^^LX^V^ (T) 

®:§«#i d : B<DE-Mail7 Kl/X* 

® : ©+®CD-rS?£;l/5:& (S a) 

' C <DWM. Y—?> L ft -9— M B li Sfrf 

is*#«i£« u^ntf * ^ 7 > r- a © a *v >*fiF*r 

[0 0 2 7] LfrU T^-^^W±jgS©^UTfe 

■pTWffJffl ('J^WStSB S4VEV*fc©fcJM8bT 
n^W%ffi5-r§ 0 CO h-i^^Sa. jUtS&CA 

fc©«3T3V**Effix -S^HF*9T*fen^ 2S5gLftI2 

(3) S S H (Secure SHell)7?^ 

S S H^teUN I XtCfett^U^-ho^VVCDftit) 
©rsh/r I og i nfc t~ r 3k =1 W F 7°n -fe x Icftf § -tr3=- a. 

[0 0 2 8] I6 0ti, ^v-T7>h A^-9— ^Btcu 

^Bf^(DES, IDEAf) I«Dt'r>aVl?:ft* 
?%rztb<D7 x— X (©. ®) i:SM4aS^t73 7x- 



(6) # 1 0-3 3 6 1 69 

iO 

X (@k ©, ©) fcSJ-frnTV*. *Hh>—{r>Xti:3fc 

®^'5-l'7>'h Ali-9"— ^BtCD^WB*^r3M^o 
[0 0 2 9] ©coa^vg^KS^f, -9--^bi± 

7>h AtciM^o 

®7v-<7Vh Ati-fey>a >a%£/£U *ft*tf- 
SSLfc^f, ^7'f7>bAi:C(DP|t-t7v'3V 

[0 0 3 0] @^7-f7>h At±, i*©&BMk JL- 

©•9— /<IB(±. ^7-T7>'h A<D<&Mm£=L—*f%,t& 
fi»**iTVSCfcfcliIK<D±. IgiIcDftJ6<D9 L -vW'>' 

^ (aso &£j£u *n*Ao^B«n?««ffcbT^ 

© Z => << 7 V h A tt±f ■v b> i?<D> \ v is a. ffi^ritW 
20 U ^n*f+U^ • l^7.5l?VXi:bT-9--^B^3M 

[0 0 3 1] ®"9— ^Blt, ©TS^ft^^UVS^- U 
X * S X CD fit t U & b T ■=> ft ^ 7 -< 7 V h A |£g if =f- -V 
l/>-^;vyi'iIt *lt® b , * n# iRlfiiT* A 

5o SS UJj3£.<DS.mi, • -r-^A^eisIffi 

ffrT § CO T% JBH#*«® © ^ v -fe - b T t HfU 

smtbT, 

30 • "9— ^B©ta#e#^SitT'd'7-i'7^hA©^P f fl 

fck: J: t) % ^^-<7>'hAlc^t) 

(4) PRCKSE*S 

COP R C (Remote Procedure Cal l)|gll^t±, UN 
[0 0 3 2] COR P CfStBi, RPCfgfO^fri 

40 t>mT-&*fr ^ST-jT-jmw&m) . ^bT^©% 

«(SB*«IAT^->«o CCDPRCfggEAWoxi/ir-i'TV 

f(CfflV^«JSi (K.O ^DHS (Diffie-HellmanS 

DHStcffll^^atlB^li:^ N I S (Network I 
nfomation ServiceHc i^Tfl?^ g-Ji— »f«5ifi 
50 fcftji-pTCCDN I S7b>e^46S^bTfe^ii<l«^© 
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teMmt&mvm&mt*^^ ^m^nmm (d 
e sm zttmz£K>m%o 

CO 0 3 3] ©^^T^r-THi. ^0#)lST*|g|iE1t$S 
%m£L-9— tMc&STZ* (I) aSW****^ 

unix. <a-f i d>@<*Xh-7Kl/X> 
[0 0 3 4] (ID WaVl (aSt: K) *£j£-T 

(III) ^-fA^^Vy (afiE^ffl: T) ^t-r>3> 
» (K) t?D E S (T e) . 

(IV) tr>3V» (K) (Kab) T'DE SBg 

wrs (Ke) o WMmmtvT (i) 

(III) (DtifefcZtiliZJk-Wy? (Te) . 
(IV) <D-tr-yix 3 Vi (Ke) 

[0 0 3 5] <3>+f— Ml±. SffiLfcI2tIti$IO'4 I <DBi^ 
{fc^nfc^^AX^vy (Te) %«^§{fcb (T) , t 

»*cfc*«T?*ntf, !B3*k:£« r^ti-r^bj i±- 

(5) KerDeros(RFC1510)7J:K 
Kerberosli, MI T ©Athena:/ n;>?x? hTBPS^nfc 
f<Jffl#iSBEv / ^-rAT-fe»?, 1 9 7 8^CR.Needhamt 
M. Schroederfc: «£ -=> T«SS nfc r««2 nfc^H^W 
@£ £SSSE*=*J- &cg-5<^T<^£ 0 0 S F 

OV7M>i7 • A>yy- ^T'fe^DC E (Distributed 
Comput i ng Env i ronment) lc fctf 5§g!iE"9'— tT X £: b 

T, C©KerberostfMffi£ftfc 0 
[0 0 3 6] co^sRTttx ffleoSBB^—tfBE* 

if^T^iMIBW^ (D E S) O^T'iattl/^. 

[0 0 3 7] ISliEit— Atefcfc£SP#£Kerberos+r— ^ 
fcTGS (Ticket Granting Server : f-^rv hfSfftf"— 

*v»J:-5»cx^LT^5o Sfc, MTicket) fc* 

— fe >"7*-r y — £ (Authent i cator) t V 3 # A b 
T, ?5fcfitfi%)tfeT^8, Kerberos<DfgH735££ 
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[0 0 3 8] Kerberos<Dtg!E75i£&i> &*~-r^ fOT* 
W S mWK) t K> tt£T«r#fl:£*U £ StefWfcate 
^0&gtfc<fc?)5g£bTv^fci6&S£tc^,\£ N gft+r 

*n£>&iKerberos^-^f£tf#^Tt^n 

fflb cyywftw Wsgo 

[0 0 3 9] • ^B(Cfc^?.Bg^lS!p a nCDltffi^JISCD/c 

. 77"'J > 3 VteKerberosttJ&tfift 

(6) £DfelNtttl£E91££ 

CCD75"^l±. 1 9 8 5^. M I T<DGoldwasser,Mical i 
20 fe<t h ay h^cDRackofflc J: 5^?nftfeO 

Cfc*<ffi#fc*fi»«H*S?5f5£-e*?K 09*. tf. 

— K ^jS^-T S t £ < Ao/^x y - K 5&a o T V>£ c 

FiattShamirlCt Dyr-rT-y h • ->+57S^IS 
n, *i^4, 7 4 8, 6 6 8§(fi¥63-10 
1 9 8 7^) o 

[0040] ^7^7>fa (.mmm) c« 

BE#) 'VHH&OflttBT (/U7-Kf) *fo£TZm& 
30 ©-ifnaiBe«BfflEW*5Sfe:J:S V^*3B 9 HKa% 
f 0 CilT\ At±Z = T 2 mod n^r^fcaO. B 

^gC.p, q<J!?**«n»feSo Biin^r^H^ 

[0 0 4 1] ■WT©®~© ; &kEI»t)jib («e©Rff 

<DAW:§L&R;&jgZ>\ X = R 2 mod n*IH»U X 
%BtcSI^ 0 

©BlibG {0, 1} Wte^V^AteSCfx 
40 b^AtCj^c 

®A«, Y (Yfctt, b = 0«iRT'$D, b=l 
Oil-a-tiTR modntrfei>) ^rBtCjMi. 0 
[0 0 4 2] @>Bl±> 

X= Y 2 mo d n b = 0Ol^& 
ZX = Y 2 mod n b = 1 

•r^e, CCT% ®S.tf@T*b= Ofeilf b= 
^T^^<Dli> AJC^Q-r^bfcMlcO^^-Y/'Vh 
A' t±TOffl^C ) ^<T ! t^£Dj;^^bT^a^-&^ 

50 .-efcfcfre-ea&So EP"5. iticb-i^feSftfe. a« 
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OX'Y<DmtVXm^JiY' *5£i6, X= (Y) 2 /Z 
mod n^ftWU CfDX^ BfCjMS, ^tc@7?Y = 

[0 0 4 3] CO^SOSfti, ^lOtC^tD^EEtf^ 
i£'gmm-e$>-3Xt>*7'(T>hAlcj$.r)?3i-rz:£tf 10 

fcfle*o-t*a. y x-< ic-o^xwim-rzo 

CO 0 4 4] C<D^8:«\ *A©JHW$k fr»WW«* 

• 20 

BE**fcUT«ffl"r*OT». W»W«S&LJfc»*©:*:A 
W&mUtttlftWs XESft*A?*3fcfe«to&t'KfiE 

tf£Ht*-«t*> esbs^ i oo%t?s4<, swwa 

-OKIE (n— j&;VHBD T?ttS«)T#J»T?a&S*«, * 50 
icJ:i7KE1*«|«wnffl CJ^WSW) BP'S 

[0 0 4 5] Df«W!lffliCj:«'tE^raV7"-f ICOVTR 

its, 

D, Alffl-^^OlWtteBIESnfc A 

[0 0 4 6] ifi»©Wt LTtt*Oi 3ftt.O^ 

So 

• ir?*- 

• fi&Sv*- F 

• I C*— H 



10-336169 
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LTSIiE^nSo 

[0 0 4 7] b*»U cn&©m*«^il»$*ef>2H®i:J: 

l\ HfC*— (7£-feX$fc<D*X 

[0 0 4 8] I Cfc— KTttCtttfSefcJSSU S"T 
I C*-FiJW*I C*-F*ffifflLJ:3 fcbT^SA 
■*WKWPtMEU cn*««atTffl»T*yh7 

I C*— K dP-£ 1 C3&-Ffc«J:9ttlE3nfcAIH«5«!5 

[0049] cc^msti, 3f*f»*Jit«te«i*-rn«» 
H*ic«ts n&^-rsLj a— flMcenrefeSA. ic 

*-FttiB*. (Tamper Free) ^tLT 

fc*oTV*„ Z<orzibf%^m j P>^ r 7— F«9HHA»ctt 
*a'Jf-f«!WK<!)fe<0ftI C *- FrttoBSM&tr 

fc©IHte*ffi©Affl*^tf««T?fc*jSL 

h\ I C *- F«7f* y h y-^^r/rLfcfgiE^SOW 

[0 0 5 0] 

tts. i:c5T% x>"r^x-rl2iIA^2a^-rSifiig(D 

XKJ:.Bt>©©»3:5-i\ ~>X-rAWa*HOrtS15?GP 

[005 1] for. 7^-trXf?nsfi9<D^X-rAU:i: 
o T 7 i' HrX LT < S ^Tb^T'fe * frtttBtr S x y 

(Dffimmtwz.. •^omasti^x-ri.o^stcjsc 

<D?PiExVr-f 7-4 tSLTStfcWSill 0@cD 
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[0 0 5 2] ±$E^i?tl<Dtti>%.fi.l±3o&'t>?><D, i/ 
If©*** 1 **. 

[0 0 5 3] J^kT'a^fciSfc, x^TV-r-c^SEte 

( 1 ) BOWK TasnfcBSEl«B^WH*»c J: -a 

[0 0 5 4] WAtfx 7V?'fA-/U7-WS (S/ 
KeyH) ttCOfflft^dfcUTV*^ ?V*;U**f# 

(2) KK-9--/^K:Btt1lMH*HR#*n«:V'»cko 

(3) yvxii^ffift'^^ilto 

[0 0 5 5] CtlfCfctK v'Xxi^lcM-T^fi.^^ft^ 

^^X^^-tf ofi««BiEW*iSO «fc 3 fcfttSS/— {r 

(4) SEW *3 , Vfr&ZVtii&itt.Mmz 
#6t5<:i:. dntctt) (1) Offifr^SLoo, 
gt^W^-fi* • (S/Key^F) <£>,fcMc 

SS^-T 5 k t>-3 fcJBHff HjW* k * * » 

(5 ) £WWJffl©<fc 3 fctt^*HHjeaS*&gfc 

[0 0 5 6] 1*»«:«SH:-<>'*-*y h*7*fbfc*B2 

t% coi^ftnaaaBttfflfft^o kit, *^§bj 
a h #a s nr t as *xfc«Efli«fc k <DiHt &c <t s 

[0 0 5 7] 



[9) #P^¥l 0-3 3 6 1 6 9 

J<5 

tHlfifc, tttfBBIiBSU:, ttKKIE»R#fr&i3S&ftT 
*fe«SE»Rfc:*#LT. BIini«H#*ME1H£*teiiS 
S k K ± ^ T J5 SKSEIMIBSRIS k > huIB^US* 

jo LfcSg 1 QBIEim*mEKE*e3g« k k t fc, £rt 
bfc tutESS! 1 ©KttflWH*#lel©RIHB3R© fc«>©86 2 
©WWHkbTMlEfiHSLTVfcJB 1 OliSlcmi 
^^RffiflHBSttfliaks MIS^SE#«s tufaigtiE 
H*#fr&5M&ftT*fcSWB*li-l ©«SffinMH*l»EBBE 

*flfllHi*£j«U c®SB2©«SElll«**nKMt>-3T 
fiPfiFbT^WIBJB l cD^SW^ktbS-r^lt^XS 

k. mmmmiz. WBW2©^iini*«wiE*io* 

[0 0 5 8] C€>|g|E7uS^ j;?, k. KSEg;£#fci:S2fS 
K k LTKE#teS£ 5 „ BEfUIBm' 6 g« L 

[0 0 5 9] fi£t?Tx BEK^tf i#©IMM*IMB 

*RlEH3fc#©&IJI«T»«'&U ISiI^ffl!iT'«^bTfe 
■3fcBBEi!l«t(aeflWR (UHOD^yWcMbftB 

seimb) kJt©b. Tfentfs'HJffite*© 
40 BEimB«%giofBiEflnHttttiim k l rum- % <o 

[0 0 6 0] c©KH^£*2USf 

^r#^ 5 ftfeCBiEi fS^«#-T §^II1«IB7 r 

5fcfeO^*1«^^ieit-r?»¥@k, ■E*OKfiES*# 
p. cdBKS^^S^ 5 k . eiE1t I8S*^ -y -b- 
50 "*<DKBE*»c3M*^Sk, *OBJBES*#A^3M6nT 
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88ElMB*MEtt t?T«#t T ^ fc&Sffif ft fc jtiw 
Z^mt, MK*rfcK:^Lfc^fl!tttfWE«#LT 

BiE"r*wBEflttB**ja«-*fe«>©a««ftiB*-r*E 
«¥at. iwawE*- ^*cwhr** 

T. BfflBEM¥g:KE1ILTV^ME«tMB£&^M* 

fc, *WBEit¥aKtev^T» E«snT^*ME*iMH 
coo6 2] wfc, wtoa-- vtmm^j&ft 

A<D^Stc * 0 . ntM» £> ©EttMEtt** LfcfS 

fc**ru mz*m±. ttEssis&&sfr£<z>raGES:& 

*«^S5MI¥afc. C<OKEa:RfcJ£«FL.TMEKE 
• -9— /<fcBEH*^ylr— 5?«rSS*i:ftfcx COPIES 

fgf£1f $8S3?* >y ■fe-^tcjS 
SLT, MfH-rv^7x-X#©^^LT. IQEEttM 
^©^o^vA^Uff^-^S^^m^feoT, ME 

[0 0 6 3] Sft, *«RBtt. ±EBBE^£*affl-T* 
E*-r*E««ft:tt, MESIl7n^-7A«, jtuElSSE 50 
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S©Ett¥afi:IB1IS*4JB 1 O^o^^ia- Kfc, 
IWBBBE-9— -'^tettlia3R^-yfe-S?*jM*J(S2©^'P 

-S?£SW-IRSgl3©7 p a^A:2-Ffc. ISKEIf^g 
•yt-^K^Lt, MEE*^S»cE1tbT^*W 
E«««^6«ffi«*ffl^TBIE1««**j«-r*JI5 4 <0 

feBaE««**ffeaanMRk bTE«r*s 5 ©7d*- 
[0 0 6 4] *»?Boi6F3i*— «tKte»n»f, SiES* 

[0065] *«woj3Tia— «a»c»n«, eKWffi 

tf, *9EE«#©«, BEES:£^0&MttliE93«*t* 

aE«*Bfc«teEtrr«o ^©o^v^imai, &msi 
[0066] »«fctantf, BE*e 

^j§sts. #rijb©^&— ««te»tiwr. mere 

[0 0 6 7] #RI51©#jifc-t&«fc:iftttlf, flfiEEtt 

Erarai*«3!r6A*snfc/<xr7— h ^meehsm* 

t&EEffiSI<*l±SEffl($g*ME*(*K:SI«?jI-r 0 

[0068] *«w<Dffiga-»»fcanfcf. 

[0 0 6 9] 
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[0070] ^7Vh 2 0 Otf^-lTVh 3 0 0 
kjHTrsk^i. ^^^TyvzooimMm^Mh 
i'^TVh 3 0 OftWMMhtsiZo ^MMfeWt 
T-&±, tgfl^l?-— /<fc^o BH-9— /*1 OOli, « 
i&D ^-7 -T 7 > h £ 7 £ -tr X pJ Wx t — $ ^— X W 

TigSE^fx? feOT. ^SEU— /^t^ 0 Si 2I3^r# 

[0 0 7 1] 2(c*SS0g|R©BIE^ratt, #Kftfctetg!iE 
J9 (CA) ©fcfcfcttakLfcVS *9^f7VK2:*9 
^7Vb@©f- £<D3&§te\ ISUS (CA) <Dft&?Z 

0 0 CAf) *^-LTfr^»frt>a&So tSBE 

[0 0 7 2] Si 3 014. KBEa^fcUTO^^-f 7 
VhX ktgE=gk UTWIE-9— >*Y fcOJJUHffcLfclllJ* 
fr'6M,*y>7-l' (SBi.iH) tefettS, 

afflLfcSE7;v=fuXA©ey*^-r„ si 31©mt 

l±, M«kLT, &H«(re7;V:Jyx*A*ffiJB-r*o 

wis ^■£D77^7>hoiB^Ks^m-ri.^r J fl® 
{bH»» s d t±^M«i«^7;v=r y x*i»©a»fl:iB»* 

[0 0 7 3] ^XxAT'ti, Hi 3micm-?£?te, 

2 0 4«. KE««*^rs;fc*©aka*-7*--** 

rfgfiEtitfSj »i, BffiR#*F^#fc«B*H33W"S 

7>httK:fc^T»7*--*fr&£ja5*n*o c©Ata^ 
IWBIi*— /tMcfc^Ts -9— 7 

7 V b ^*IE^MIIS^# k a^-r ^H£0T'S5. 
[0 0 7 4] Si 4 Eli, -9— ^YtflrrSKBEIMlMft 
If-^77^;VOi)S*tt5. HPS* /*Ytt, 
£*9-r7Vh«fc:, PBKflWHtt7*— ^Dj k r& 

psikpj k wmmmmc K,t%*rtz. smb 

'©0JT*W\ It— /^Yl±, 7^^7>hX^OV^T^ST r 

Ttfcffiir-* Dw k£!IPJtKri kfcWTSo 
[0 0 7 5] Si 5itt ^ISBgSOBE^Si-rs 

refers ^^vhxRtfit-^Y^n^fucfcw-s 
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Si 3HRIWS1 5Htc^oT, *lia(&»»DWfc, 
<»JB1IW80SE«> **aS«!R?tt. D^Wtc^feiio 

y *» >T*»i»aw*- * d • o wtc smr ZCt 

-SfraTLS&lfx ^SfcfcfifSk-rscktt^F 
iO [0 07 6] COSffltfisHfc, j'7-<7yHn?tti'7 
>7 V b ©7 5 OT?ffiJSO»K 

•7-£Dsol±s a^ J ?^^-Y7>'hOE-inail7 Kl^X-^ 
t«fthTV^46 tfx «J ffllr- * D s o J&ttteiBfl&H: 

7>>{cssi^ni»o 

[0O7 7]^ni?(C if-?D(±77-l'7y 

So Sfc, ir— /MKlT'li. SMbfcBEEflWBfcMfcoT 

ft 6 If* ^-OSWlbfcBEIWa^s *e{r?47>hti> 
e, <o^c<D d^vo fci6<D^S7— ^ k b T{S#"T e 
SfoT. ^>Xt-ATH±, BBE««4J5»«7*— ^7T-T 
;V2 0 4 telH**nT^S8-r— it- MfiBo^S 

fiikLT— Scutum <ot, ^i 3E(c*^tii, «a 

HR«KD.-i kaUfcOli^tne.Ox-^^BulHlOn 

[0 0 7 8] mi 3BO«?tt, ^77-<7>'hX©aW 
»iE7 B Db3/W±, ^^-I'ZVbXti, S6*T©BSE«<W 

40 ^$T'S#Lt^ftlf-^Dn-i^77-Y7yhX© 
[0 0 7 9] OTi Wtex Si 30*5«fctfSfll 5HteS'J 

it,. *nsfi»fli©*a3a¥Jii*siwrs. 
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(User-id^F) ^Ylcm%Ztlc£-3Tfit>n 
[0 0 8 0] • X-r-yy© 

d *V > y -fe— i?^r§lt Bo M Yfciu * 7 -T 7 
>hXh:J#bTKiE1lWH8*^yfc-S?%3SS5o 

C OBEEIMZISR * y * - -a fc * 9 -T 7 > h 

TV^iif^*D*i %<DW&®. K s T'Bg^fk LT "9— 

[008 1] ^13 H©WH\ flJJBgiS&O&feTIgfiE 
fcT, f*— ^Dso*^^-T7VhXoaaMlK$-eB(f 

• Xf7 7g) 

IT— MY«, ^9-f7VhX*»&ttBE1t»Di««flrr 

IP"^ *9-T7VhX*«-r«©WIWlKDitf, *7 
7 V h X OKIE 4if- * D s o © * 9 -f 7 V h X 

«EflBBDi*^|||«KpfcJ:-3T«^ftbfcfeOtt» £ 
B0Mrefl:7rt/:Jy XAlc&pUf, ^-<7> h X©^ 

[0 0 8 2] • 7s7-y-7<5> 

-OM 0 5^e»i%^iUbfci;C50^^-r7VKX<D^ 

if-^ dso £*jt«sB-&-r*„ 

■9— / ga£*§JH£ * 9 7 V Mcjg-T o 
[0 0 8 3] «aSUfc«fc^ JC, S&iHjtLfttfttt, 
SSE^S* b tc 5 =7 4 7 > h X (±XIES: * v -Y 7 V h V 

■fc-: ^*5g-To Sfc* ^liIt0^7-r7>hX7b>e.cDn^ 

-rvs^fce^-T, ^^-r7>hx^?,s^Bofcfcc 
50Bg^ft?nTv^S3I1f^Di^r7r-r;H osfl 
tc«#-r^ 0 -9— /*Yfc43tf*C®KI£11BROjgfr Ch 

ttwfffons. 7r-r;n o 5rtfc»#jisnfe«f 
^{biBKIftiSDiti^r-OM o 5A?ii^ElOD^ 

[0 0 8 4] ♦ Xfy/SO 

s. 
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[0 0 8 5] igffitffgSSftfcfeOT&ofcil^ 
li, KEflWBDi«r*EIOD^WV^oa7*-*Difcb 

10 Dso3^6BK1t«Di*||*^W-*o W±2>^ 

[0086] ^icu-r^^mtttirctziciz. xf 

•y7®~®*^t>5g^ta« 0 BP^, SB i 3 0{c^f-<fc'5 
fc. *^-r7VhXl±. -9— /^Y^e»0 2Ialg«D|gSE1t 

^ntf fcfgKEtit $8 D 2 «&|HMI K r T'S^ffb L T^Sf 
[0 0 8 7] C<D73^«. -ISteH*)*»«:BSEi«8* 

setj^j t^cfcctSo contuse* -fAKsw 
(i) XEuy-^^micZimzrizmmmmit, ies^ 

&m.ffi&%%lZ>Cbij i m%il3:^o C <DC tic £9, -9-— 

[0088] mms&mit. sam?-* mm 

ft L ISiE1f^i:bTigaE*fCjiit), ^IE#tt 

^ (««/M±^T) A^3#(c5ajc ) n? 1 ci:i:^oTt», 
3 «fc « 9 =y 4 7 > h <Dts. K> t S L li^pj 

[0089] 5^{C, |g|E#TH±, 1 0(0|g|iES^M^ 
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(2) KEM«©fi»»i— @H D "C8F*x — fi> S^^: 
1IMi%^j«f SCfc^tU**., fib. ffc&8, 

(3) ^7^7yh- «f-/<IB«DBK»3ai±*MBi^er 

V h tflT*£* t « frS 7n ^ AtiSftTlB** fe <D t 

(4) ^^^T^hfi!lT-SEiSSl*-9— /micm-z>Tfr 
*OBB1IWli**OBiE1ll«ti:3e»f-r* (BP'S, D 

[0 0 9 0] cntc^u mx?ttT~mm.mn<D-wic 

(5) it— /*ffl!lfc:fel/"'T\ ^S-r— ^Dn^rlt— 
[0 0 9 1] 

imm^wr^mmir^o mi emit, con^ofc 

LT, fifO^lfWINDOWS^fctiMAC 0S^7tt±UNIXSfct±NET 
W«E*fflv>*o *y l 0 2 tOli^ahn;!/ 

tt«*lf * TCP/IP^OSI ^NETWARE^rfflV^o 
[0 0 9 2] ^Sf-?77^H 0 5ti^l 4 0&C§§ 

7-r7>h<DI®55'J£1lffBX2;, ^i-r-^Dn-u 
aSEHWC K P « fc*Kttf*. &!»8tKE9§«C Kpx ii. 

■■7r-f;H 0 7tt, HW«B8C ao^M«Kpc%« 

#t 5 o c ©t&migi k p c it ? 7 << t v h- x <Dik fflmww 
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[0 0 9 3] a<Mra^tHf7i 1 0 6l±, ^7^7V 
h X <0&HBKf|g* C Kpx ©ttJEfcfT KfctaOKp. 
*«UfcKKflWBDp (i'^TVKDM-lKs 

^mrto CC^^-TJyb^fAtt, OS201t 
LT. t?fl^tfWINDOWS$?cl±MAC OSS/c&UNIXlJfctiNET 
iO WARE^rfflV^o li^n h aMtm^i T C P/ I P.-f» 
OS I -fNETWARESrffl^So CcDi§^ ^7-<7yhi 

-eS&gtffcSo bfrU j'7-Y7yM(IO0SI41f- 

0 6l±, SKi'9'l'7>hXOiMB«Ks3&«fiFrS7 

[0094] IBt&SI K s ©PWflSfttf S 6 IC, 
20 D.'sCDB^fbtt. ISIEffiB|7 P P ^7^2 0 2 <D£«© 

T^Bt^ftsas7 , n^-^A2 o 7teJ:oTfT*5n*o e 

E««±jSai7*— *7r-f;l/2 o 4tt*.7-i*7vhX© 

[0 0 9 5] -9-— /^®IOl2aE5aS7 p n^*vA 1 0 4 teS 

1 5H06«0«»¥)l*SifTU ^^-^7Vhffl!|cDiS 
SEjfflST'o^ A 2 0 2 l±H0£fi!lO^IW^MS%ll^ - #- 
S 0 JRl 7 0©^fiSP>'X7 i AO^^±. IBlHiKs* 
» 7 -Y7 V h flll-^X-r AO d— #;l/7* -< X * iTBg^ft 

30 ^ b fcHSS^SIfc « ^PS V > c5? ASSESS^ ^ 5 

7 y y x ^ &»<offi&m k s fcjw&tewrr * c t & 

ffimfLX^ZrctblC mi 7g©77-l'7Vh->Xf 
Kit, *OBa«ffi*«5ffi«Ks©«Hffl:T?5t^r*t 

[0 0 9 6] Bg^ffcJaayn-feX 2 0 7 teffl^OfcOtf 
HfflRlHgT*fei. 0 ffil^tfs Si Tiv'XfA^ffiffltS 

fcinsc: ^"7-Y7VhXfi:^:»p-r^-rc 
Hfif^V y Y -7 x 7 ^-Y h -;l/f § f£ttTKs£rf&&J 

[0097] tttmm.7u?7L>2 o 7*7*7? 
mm kp steins &mi±m* % ti 

50 '5o Si 6HO0!IT^ /^fiflli, ^D^VC'tt 
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co o 9 8] u— /movmsoMyvf^i* io4t±, 
^-i7>bicwmmm?R*vi*-v*T&t£mc. x 

-T;l/1 0 7 4 , fc«#*tiT^5) fcffl^TtftlFr*. 4ft 

hXOiESa4MJI«EflWPfe*Cfc*<5aKSn*. $ 
fcs *9-YTVhXO^BI«BE9MlCKpi*7 7 , 'r;I/l 

0 5fcHS*W*o 7n^Ai 0 6t±, f-^7r-i';b 

[0 0 9 9] <S£JBtW> 

F 4>2tH*EEf!B« an^vSti'7^7Vh^&t- 

D^yftt^7f7Vh XOt&lwatEfiS^jMS&g 

[oioo] fCT\ -9— ^^fiyoya^vAcon^V^ 
7 p a-tX4'lc. ^•YTVhXfre.^n^Vvtffc-pfc 
& S> If , f©X O^IWSSEH§» C Kpx "T T-tc 77^1/ 

1 0 5^te«WSnTt^S^**^^S#JW«&ta 

•rsc -9— ^wh\ &ijmhe 

mmw&mztiz ^ t > b <o a 94 

%>r> fcWfMctt, fSSEtiffBg*;* y -ft— SJ**-©*^* 

[0101] &2mmM: ±t3mmmit, 

^^-<7'>'b^±T^i*< I C*— F±fc«ffU * 
7-r7yhX*TO<DA-K^$<Cfc^t 

8 ^tCTjVf <, % 1 8 iO->Xf Ali, I C F 3 0 0 
a-if<D/«7- FfcKirrs /«7- K77^;V 
301L ^IH«|Elfi«*lS«'rS7r-r;l/3 0 2 fc, 
%mmKs*iEfe-t2>7T-<)l3 0 4 fc, WicVfXVi 

[0 102] ^1 8 0tC^;bfcv'XT-A^:^^t'7> h 

SJf-f 3Ct#T*£3 0 Si 9Sli. fgl S^co^-Y 
7'^hfiJ©SIE*aS7 p P^A3 0 8 (^7-Y7Vf-t> 
Xhffl) i:Bg#©aya^A3 0 3 Ur^JTZ/biJ 
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[0 10 3] $frf* a— iffcfcSu^Vv (00*. tf* I 
C#— K^H^OA— FU — ^{cK^i&S-es) 

D^A3 0 S^^-LT^^-YTVhfcMLTIglllt^S 
<C*#*y-te-S> (/U7-FOl^'Vb-i;) 

- FS\ i»*©^H^O*-#- FttEfrS A7J-TST* 
&3?o ^-<o/^xy-HA^A*?ni.i:. 7d^ 7 A3 
0 8 itzvxtiZlnrc^xy— F^>^7i-X^ 
70 LTWHMaS7*n ^ A 3 0 3 fcSS* 0 B£m®m7v ? 
^A3 0 3li, SttSXofc^Xy— F£\ 7 7-01/3 0 

[0104] — ab4t*nwf. ^oeco^^-fe-^ig 
A3 0 8(iSiD 7 v>Mt5 o -sttfwetiti 

If, *-F{fflOHg^5!iS7 , a^A^ ^-f7>F{c 
20 [0 10 5] #lc. ^-rrvMiffiffi-tJ-— ;<tjfr5 
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